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OAuth Server functionality in AEM  
Embrace Federation and unleash your REST APIs! 
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Who is this guy, BTW? 

eyJhbGciOiJIUzI1NiIsInR5cCI6Ik

pXVCJ9.eyJhdWQiOiJjb25uZWN0MjA
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iI6ImFzYW5zbyIsImV4cCI6MTQwMzY

wMTU1OSwiaWF0IjoxNDAzNjAxNTU5f

Q.9-

MaGUiPg07ezuP9yAOaVLETQH6HMOpf

oGwg_c0-PDw 
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Who is this guy, BTW? 

{               Software Engineer Adobe Research Switzerland 
 

{                VP (Chair) Apache Oltu (OAuth protocol 
implementation in Java) 

 

{                Committer and PMC member for Apache Sling 
 

{                Google Security hall of fame, Facebook 
security whitehat 

 

 

 

 



© 2014 Adobe Systems Incorporated.  All Rights Reserved.  Adobe Confidential. 

Agenda 

  

 

 

 

 

{ OAuth introduction 
 

{ “OAuth dance” 
 

{ Implementing OAuth 
 

{ AEM and OAuth 
 

{ Extend Authentication in AEM 
 

{ OAuth server to server 
 

 

 

 

 

 

 

★ 
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Why OAuth? 

Several web sites offer you the chance to import the list of 

your contacts. 

It ONLY requires you  giving your username and password. HOW 

NICE  
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A bit of history – OAuth 2.0 
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OAuth flows 

{ Authorization Code Grant  (aka server side flow) 

✓ 
 

{ Implicit Grant  (aka Client side flow)  

 

{ Resource Owner Password Credentials Grant 

 

{ Client Credentials Grant   
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OAuth Actors 

{   Resource Owner (Alice)  
 

 

{ Client (Bob,  worker at www.printondemand.biz ) 
 

 

{ Server (Carol from Facebook) 
 

 

 

 

 

 

 

www.printondemand.biz 
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Traditional OAuth “dance” - Authorization 
Code Grant aka server side flow 

  

www.printondemand.biz 

1. I want  
an Authz 
Code 

2. Printondemand wants an Authz Code 

3.  Login and authorize 

4.  Here the Authz Code  

5. Here 
we go 

Authorization: Bearer 
1017097752d5f18f716cc90ac8a5e4c2a9ace6b9366526684 

★ 
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How difficult is to 

implement OAuth ? 
 

OAuth 

client 

 

OAuth 

server 
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 Bearer Token 

Authorization: Bearer 

1017097752d5f18f716cc90ac

8a5e4c2a9ace6b9366526684 
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 Scalable OAuth server 

{ derive encryption key using salt1 
 

{ derive mac key using salt2 
 

{ generate random iv 
 

{ encrypt. then mac(salt1 + iv + data) 
 

{ transmit salt1, salt2 iv and encrypted 
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 JSON Web Token 

 

 

 

 

 

 

eyJhbGciOiJIUzI1

NiIsInR5cCI6IkpX

VCJ9. 

eyJhdWQiOiJjb25u

ZWN0MjAxNCIsImlz

cyI6ImFzYW5zbyIs

InN1YiI6ImFzYW5z

byIsImV4cCI6MTQw

MzYwMTU1OSwiaWF0

IjoxNDAzNjAxNTU5

fQ.MaGUiPg07ezuP

9yAOaVLETQH6HMOp

foGwg_c0-PDw 

 

 

 

{"alg":"HS256","typ":"JWT"}  

{"aud":"connect2014","iss":"asanso","sub":"asanso","exp":140
3601559,"iat":1403601559} 

HMAC 

Header 

Claims 

Signature 

★ 



© 2014 Adobe Systems Incorporated.  All Rights Reserved.  Adobe Confidential. 

 JSON Web Token 
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 AEM: register an OAuth 

client 

 

http://<hostname>:<port>/libs/granite/oauth/content/newclient.html 
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 AEM: edit an OAuth 

client 

• http://localhost:4502/libs/granite/oauth/cont

ent/client.html/home/users/a/admin/oauth/3hp3

gjumv1t51tdt8qnql3cb0u-ewt3wkjn 
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 AEM: registered OAuth 

clients 

 

http://<hostname>:<port>/libs/granite/oauth/content/clients.html 
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 AEM: OAuth consent 

screen 
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 AEM: OAuth Endpoint 

{ Authorization Endpoint - 
http://<hostname>:<port>/oauth/authorize 

 

 

 

 

{ Token Endpoint -   http://<hostname>:<port>/oauth/token 
 

 

 

 

 

http://localhost:4502/oauth/authorize
http://localhost:4502/oauth/token
http://localhost:4502/oauth/token
http://localhost:4502/oauth/token
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 AEM: OAuth APIs - 

Profile API 
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 AEM: OAuth APIs - 

Profile API 

 

http://<hostname>:<port>/oauth/authorize?response_type=code&client_id=<client_id>&redirect_uri=<redirect
_uri>&scope=profile 
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AEM: Profile API usage - Authent  
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 AEM: OAuth APIs - 

Extended 

Assume you have an API with an endpoint 

/content/assets 

 

OR 

 

You want to expose your content under /content/assets 
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 AEM: OAuth APIs - 

Extended 

 

http://<hostname>:<port>/oauth/authorize?response_type=code&client_id=<client_id>&redirect_uri=<redirect
_uri>&scope=/content/assets 
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Enable OAuth Server in 
AEM 

 

http://<hostname>:<port>/system/console/jaas 
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Authentication in AEM 
1. The client sends request with username and password  

2. SlingAuthenticator calls  the AuthenticationHandler (the CQ default is 
TokenAuthenticationHandler ) 

3. The AuthenticationHandler returns AuthenticationInfo with username and 
password  

4. SlingAuthenticator calls RepositoryFactory with AuthenticationInfo to get 
resource resolver and validate the credentials (JackRabbit/Oak 

LoginModule) 

5. SlingAuthenticator calls AuthenticationFeedbackHandler#authenticationSucceeded 
which may set cookies  

6. request continues to be processed (or is redirected) 
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 Extend Authentication in AEM 

{ Trusted Credentials 

{ com.day.crx.security.token.TokenUtil#createCredentials  

{ Custom (companion) LoginModule 

 

DEPRECATED 

★ 

Pre-AEM 6.0 Fragment bundle for the Login Module   

Post-AEM 6.0 Native JAAS-OSGi integration  
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server 

  

www.printondemand.biz 

1. Create and sign JWT 

2. Use JWT to request token 

0. Generate key pair and upload public key 

Your application (OAuth Client) calls OAuth Server APIs on behalf of the service account, and user 
consent (Resource Owner) is not required (no human interaction). 

Why? 
 

 

 

 

How? 
 

 

 

 

3. Here the Access Token 

4. Use Access Token to call APIs 

★ 

Register client 

 

 

 

 

OAuth Server 2 Server 

Flow 
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(AEM) 

  

1. Create and sign JWT 

0. Generate key pair and upload public key 

  

CryptoSupport 

 

 

 

 JwsBuilder 
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References 

{ OAuth 2.0 web site - http://oauth.net/2/ 

{ OAuth 2.0 - http://tools.ietf.org/html/rfc6749 

{ Bearer Token - http://tools.ietf.org/html/rfc6750 

{ JWT - http://tools.ietf.org/html/draft-ietf-oauth-json-web-

token-23 

{ http://docs.adobe.com/docs/en/aem/6-

0/develop/ref/javadoc/com/adobe/granite/crypto/CryptoSupport

.html 

{ http://docs.adobe.com/docs/en/aem/6-

0/develop/ref/javadoc/com/adobe/granite/crypto/CryptoSupport

.html 

{ Apache Oltu - http://oltu.apache.org/ 

{ http://felix apache org/documentation/subprojects/apache-
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Questions? 
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