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Use case

= Authenticated API calls between a server and AEM

(- ) Authenticated API calls on
Other behalf of a system user
systems or AEM
services
\_ ,
- Examples:

= PIM pushing metadata into AEM

= Workflow product like Workfront pushing state into AEM
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Use case

= Authenticated API calls between a server an AEM
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systems or
services

~

J

- Examples:

Authenticated API calls on

behalf of a system user same

AEM

= PIM pushing metadata into AEM

= Workflow product like Workfront pushing state into AEM

Non-AEM
server

Browser running SPA

Mobile app

= SPAs and mobile apps calling a server making API calls to AEM. Note: on behalf of a single system user
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Server-to-Server OAuth flow

1JWT Adobe

IMS
2 access token

non-AEM | 3 HTTP API call with access token, | AtMasa
server

Cloud
Service

4 HTTP API response
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Server-to-Server OAuth flow
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Cloud
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Generating the JWT Token

- From AEM Developer Console
Developer Console

= IMS org admin downloads service
credentials and installs on server as

a secret

Environments ® online Hibernate

Pod v

Status Java Packages Servlets Queries Integrations

- Application reads in the credentials
. Get Local Development Token
a n d u SeS It to CO n Stru Ct a JWT TO ke n For development puoses, generate a short-lived access token for non-AEM server-side applications

to authenticate with an AEM as Cloud Service environment. See documentation

Get Service Credentials

For production purposes, generate a long-lived secret JWT token for non-AEM server-side applications
to exchange with Adobe IMS for an access token, which can authenticate with an AEM as Cloud

Service environment. See documentation

> AEM ADMIN LOGIN
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End to end credentials generation and API call

AEM
Developer HWT Adobe Every few hours
Console IMS
O 2 access token
non-AEM 3 HTTP API call with access token AE’?Q j; 3
IMS org admin server Service

downloads & 4 HTTP API response
installs credentials

0 Construct
JWT from
credentials
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Shortcut during development

AEM

Developer

Console

non-AEM | 3 HTTP API call with access token, | AtMasa

o
Cloud

download token Server Service
4 HTTP API response
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Shortcut during development

I\ Adobe

Developer Console sgrou

Environments ® online Hibernate

Pod v

Status Java Packages Servlets Queries Integrations

Get Local Development Token

For development purposes, generate a short-lived access token for non-AEM server-side applications
to authenticate with an AEM as Cloud Service environment. See documentation

Get Service Credentials

For production purposes, generate a long-lived secret JWT token for non-AEM server-side applications
to exchange with Adobe IMS for an access token, which can authenticate with an AEM as Cloud
Service environment. See documentation

> AEM ADMIN LOGIN
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Resources and Q&A

= Public documentation: http://adobe.ly/3a3C4ur2

= Demo code: https://github.com/tmaret/adobe-developers-live-api-auth-demo
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