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The Need for Health Checks

Large-scale Sling applications (bundles, content packages, configurations)
= How do we know everything works as designed?

Health Checks
Define correct and expected behavior

Assert against these expectations
Configurations
Metrics

= Simple result: OK / not OK

When to use
Smoke test before production
- Revalidation after configuration changes

= Load balancer checks
Instance is ready to process requests
Instance is under high load
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Sling Health Check Framework

Allows you to verify the health of a live Sling instance
= Open source, has been around since ~2013
= Code available on SVN and GitHub
- (Can be used in any other Sling project, not just AEM

Lets you define what “system health” means to you
Bundles running, workflow and replication queues OK
Sling Metrics / JMX attribute values within bounds

- Security (default passwords changed)
- Contentis there / is or isn't accessible
- System resources are within bounds (disk, CPU, memory)
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http://svn.apache.org/viewvc/sling/trunk/bundles/extensions/healthcheck/
https://github.com/apache/sling/tree/trunk/bundles/extensions/healthcheck
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A Simple Health Check

OSGl service, implements HealthCheck interface

interface HealthCheck {
Result ();

}

public class Result {
public boolean () {...} // aggregate result

public Result.Status () {..} //OK, WARN, CRITICAL , HEALTH_CHECK_ERROR
public Iterator<Entry> () {..} //(parametrized) messages
}
Properties

- HealthCheck. NAME

= HealthCheck TAGS - health check executor

- HealthCheck. MBEAN_NAME - JMX access

- HealthCheck. ASYNC_CRON_EXPRESSION (async, scheduled execution)
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A Simple Health Check - @SlingHealthCheck Annotation

orgapacheslinghcannotations bundle

import org.apache.sling.hc.annotations.

@SlingHealthCheck(
name="My Check’,
mbeanName="myCheckMbean",
description="Sample Check",
tags={"sample"})

public class MyCheck implements HealthCheck {

public Result (A
// health check code

}
}
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A Simple Health Check — OSGl service Annotations

= 0rgosgi.servicecomponent.annotations bundle
= OSGl service component annotations are the norm
= Felix SCR annotations under maintenance mode

- Biggest change is how properties are defined (no more @Property annotation)

Import org.osgi.service.component.annotations.

( = HealthCheck.class,

HealthCheck NAME + "=My Check”,
HealthCheck.TAGS + "=sample”,
HealthCheck.TAGS + "=test’,

HealthCheck MBEAN_NAME + "=myCheckMbean"

})

public class MyCheck implements HealthCheck {

public Result execute() {
/] health check code

}
}
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A Composite Health Check

= Aggregates results from multiple checks
= Selection by tags
= OSGI Configuration

org.apache.sling.hc.core.iimpl.CompositeHealthCheck-mine
filtertags=["security"]

hc.name="myCompositeCheck"

hc.tags=[""]

hc.mbean.name="myCompositeCheckMBean"

Apache Sling Composite Health Check x

Executes a set of health checks, selected by tags.

Name My Composite Check
A Name of this health check. (hc.name)

Tags
A List of tags for this health check, used to select subsets of health checks for execution e.g. by a
composite health check. (hc.tags)
MBean Name myCheck
A Name of the MBean to create for this health check. If empty, no MBean is registered. (hc.mbean.name)
Filter Tags lsecurity]

A Tags used to select which health checks the composite health check executes. (filter.tags)
Configuration Information
Persistent Identity (PID) [Temporary PID replaced by real PID upon save]
Factory Persistent Identifier (Factory PID) org.apache.sling.hc.core.impl.CompositeHealthCheck

Configuration Binding

- When executed, it will aggregate the result of all the checks tagged with “security”

= At least one check returns Critical => overall status is Critical

= At least one check returns Warn => overall status is Warn

= All checks return OK => overall status is OK
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Executing Health Checks

Apache Sling Health Check Executor *®
H ea I.th Ch eC |< Executor Runs health checks for a given list of tags in parallel.
. . Timeout 2000 P
= CO nflgu ra ble Se rVICe £ Timeout in ms until a check is marked as timed out (timeoutInMs)
Timeout threshold 300000 =

1 for CRITICAL
u G l.o bal tl I I leouts er £ Threshold in ms until a check is marked as 'exceedingly’ timed out and will marked CRITICAL instead of
WARN only {longRunningFutureThresholdForCriticalMs)

= Health Check result caching i e T 200 ’

B Result Cache time to live - results will be cached for the given time (resultCacheTtInMs)

Configuration Information

Persistent Identity (PID} org.apache.sling.hc.core.impl.executor. HealthCheckExecutorImpl

Configuration Binding

Execution
= Synchronous - default behavior L e —

= Asynchronous
- Cron expression in health check definition
= Uses Sling Scheduler
= Results are cached

Deciding which type of execution is more suitable depends on your use case
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Executing Health Checks — Web Console

Health Check Web Console

. /system/console/healthcheck Adobe Experience Manager Web Console
Sling Health Check A\

= Filter by tags Main 0SGi SLING Status Web Console

Log out

= Debug messages Sling Health Check

To execute health check services, enter an optional list of tags, to select specific health checks, or no tags for all checks. Prefix a tag with
h l f . l a minus sign (-) to omit checks having that tag.
= Can show only failures

Health Check tags (comma-separated) dragons

Combine tags with logical 'OR' instead

- Force instant execution

Show DEBUG logs
Show failed checks only

Force instant execution (no cache,
async checks are executed)

Override global timeout

Execute selected health checks

Dragon Health Check

Tags: [security, dragons] Finished: 2017-07-04 03:05 after Oms
Result: CRITICAL

CRITICAL Run!! No way are we fighting 6 dragons!
Summary

1 HealthCheck executed, 1 failures
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Executing Health Checks — JMX

- JMXResourceProvider:
/system/sling/monitoring/mbeans/org/apache/sling/healthcheck/HealthCheck/myCheck.json

& > C | @ localhost:4502/system/sling/monitoring/mbeans/org/apache/sling/h... ¥ | (O

. {
u ConSOle. /Systel I I/ConSOle/Jl | lX mbean:className: "org.apache.sling.hc.jmx.impl.HealthCheckMBean",
timedOut: false,
log:
= M Bea N aCCeSS "javax.management.openmbean.TabularDataSupport (tabularType=javax.management.openmbean.TabularTy
( (itemName=index, itemType=javax.management.openmbean.SimpleType(name=java.lang.Integer)), (item?
. . (itemName=message,itemType=javax.management.openmbean.SimpleType(name=java.lang.String)))),inde
= PrO pertleS eXPOSGd aS attrl bUteS {[1]=javax.management.openmbean.CompositeDataSupport (compositeType=javax.management.openmbean.(
( (itemName=index, itemType=javax.management.openmbean.SimpleType (name=java.lang.Integer)), (itemt
(itemName=message,itemType=javax.management.openmbean.SimpleType(name=java.lang.String)))),cont

p S . Y U e Adobe Experience Manager Web Console

mbean:description: "Health check",

c.tags: "[security, dragons]”, u‘.!
- External access B KA, “BSGATELES O] IMX

false,
hc.name: "Dragon Health Check", Main OSGi SLING Status Web Console Log out
- JCOnSOle ::::::ha::::?z;..'Org'apaChc'slmg'hcalthc org.apache.sling.healthcheck: dragonHealthCheck (HealthCheck)
elapsedTime: 0, Health check
" Any Other tool finishedAt: "Tue Jul 04 00:05:56 EEST 2017'  Attributes
} Attribute Name + Attribute Value s
hc.name Dragon Health Check
hc.tags [security, dragons]
ok false
status CRITICAL
elapsedTime 1
finishedAt 2017-07-03T22:27:59+0300
timedOut false
log LogTable
index level message
1 CRITICAL Run!! No way are we fighting 9 dragons!

© 2016 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Building Health Checks for AEM



-. ST
Executing Health Checks - Operations Dashboard

. . ‘@ Adobe Marketing Cloud ( Health Reports
A set of tools for administrators and operators ”
= Maintenance Tasks Health Reports

- Health Reports Diognoss

Maintenance

- Diagnosis Tools
- Monitoring (from 6.2)

System Checks
Status - CRITICAL

Tl m e I.l ﬂ e Health Reports
= In AEM since 6.0

= Suffered a facelift in 6.2
- Configurations were moved in 6.3

Replication Queue Log Errors
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Operations Dashboard — Health Reports

Main menu: Tools -> Operations -> Health Reports -

H [I_J cloudsettings
ﬂ@commerﬁ:c
ﬂﬂ_ﬂcommuri’.}'

One-click view of your system’s health status o

. . j[l_Jgrﬂr'i'.e
- AEM recommendations for security and performance G
. . . Sgranite_S\ystem
- Looks at MBean data, configurations, services s B e
& 5 grariw:lnacﬂueaurdlcs

- Computes status for different product areas Sl

| 5 granite_QueriesStatus

H 5 granite_Security

| 5 granite_QueryLimits

H 5 granite_Jobs

) 5 granite_SynchronizedClocks

Ul configuration == nodes in the repository 8 e coare

) 5 granite_DiskSpace
5 granite_ObservationQueus

- Default config under /libs - should not be modified B s
- Overlay in /apps 3 O maianaro
= Add new check

= Overlay existing check
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Operations Dashboard — Health Reports

Default view: cards

- Each check -> specific product area
- OK, WARN or CRITICAL color scheme
- Thresholds can be configured Sysem Malntenance

Status: CRITICAL

On CI.|C|< < Q Configure CRXDE Support
= Composite Checks: composing checks
= Simple checks: detailed view

@ INFO The CRX Development Bundles should be disabled on production systems.

D eta | le d Vl eW ©® HINT You can disable the CRX Development Bundles in the administration console.

= TO P . @ HINT See Disable CRXDE Support in the security guidelines.

= Hints to help solve the issue

= Links to other consoles and documentation Status: LR
[ Botto m The com.adobe.granite.crx-explorer bundle is active.
= Detalled messages abO ut execution The com.adobe.granite.crxde-lite bundle is active.
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Operations Dashboard - Composite Checks

System Maintenance
= Maintenance task -> health check
= Critical or Warning
Task execution failed
Not configured (AuditLog Purge and Workflow Purge)
The tasks never had a chance to run (improved in 6.4)
= Resolution: investigate task failure

Error lOgS, MBeans System Maintenance

Status: CRITICAL

Security Checks
- Based on our security checklist (~20)
= Critical or Warning
Admin password wasn't changed
CRXDE enabled on production
Dispatcher settings too permissive Security Checks

HTML library manager is not configured properly (minification)
Status: CRITICAL

Different filters are not properly configured
= Resolution: change the default configurations
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Adding a New Check to the Operations Dashboard

1 Evaluate if it's indeed a case for a health check

- A lot of processing => maybe something else is more suitable (external tool, scheduled job)
Result shouldn't fluctuate with isolated incidents
Synchronous vs. asynchronous

> Decide which tags are suitable
= The “security” tag is automatically picked up by OOTB composite check
= You can add your own tags to the OOTB checks, using the Configuration Manager

3 Overall performance isn't affected by the check
Consume precomputed data (don't perform a large query)
Should not have side-effects

2« Reevaluate your thresholds as you gain knowledge
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Adding a New Check to the Operations Dashboard

5. Implement the Java code and install it

5 Create 3 new configuration node
- 6.0 -> 6.2 - /apps/granite/operations/config/hc
= 6.3+ -> /apps/settings/granite/operations/hc
= jer:primaryType = nt:unstructured
= sling:resourceType = granite/operations/components/mbean
= resource = /system/sling/monitoring/mbeans/org/apache/sling/healthcheck/HealthCheck/myCheckMbean

7. IMPORTANT for 6.3+:

- Context-aware configuration manager
= Add the sling:configCollectioninherit = true to the /apps/settings/granite/operations/hc node
- Otherwise, your configuration will replace the default AEM checks
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Demo
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Conclusions

= Sling Framework:
- Easy to use

- Easy to extend

= Operations Dashboard can be extended with your custom checks

Further reading
= Operations Dashboard Documentation

= Sling Health Check Framework
- AdaptTo() 2013 Slides

= 'AEM: What to Monitor”

= OSGI Component Annotations
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https://docs.adobe.com/docs/en/aem/6-3/administer/operations/operations-dashboard.html
https://sling.apache.org/documentation/bundles/sling-health-check-tool.html
https://www.slideshare.net/bdelacretaz/slinghc-bdelacretazadaptto2013
https://cqdump.wordpress.com/2017/06/27/sling-healthchecks-what-to-monitor/
https://blog.osoco.de/2015/08/osgi-components-simply-simple-part-i/
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